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Data Protection Policy June 2018
	Policy information

	Organisation
	Competence Based Training Limited, trading as CBT Limited.


	Scope of policy
	The policy applies to CBT Limited, 256 Main Street, Bellshill, ML4 1AB and applies to all staff employed by the company.


	Policy operational date
	25th May 2018


	Policy prepared by
	Mark Hutton (Data Protection Officer)


	Date approved by Board/ Management Committee
	

	Policy review date
	24th May 2021



	Introduction

	Purpose of policy
	This policy has been created to comply with the new EU regulations surrounding GDPR (General Data Protection Regulations) which came into force on 25th May 2018. It allows us to follow best practice when protecting the information we store on candidates and employees of CBT Limited, and ensures that we are protecting ourselves from breaches of data.


	Types of data
	Some of the data we could control includes candidate names, addresses, contact telephone numbers, national insurance numbers, wage slips, residency details, dates of birth, employer details. CBT employee details may contain all of the above, along with personal bank details.


	Policy statement
	CBT limited commit to complying with the new regulations and putting procedures into place to monitor how we use personal data, whilst respecting individual’s rights. 

Staff will be given training on how they can comply with the regulations.

Details of any breaches of personal data will be passed onto the Information Commissioner with 72 hours, and any individuals involved will be informed with immediate effect.



	Key risks
	The main risk will be the security of personal data that we store. To this effect, we have added a secure entry system to areas where data is stored, and have created a employer policy which all staff will be requested to read and sign, which will cover what we use personal data for. 
Staff will also be reminded to ensure that all personal information on candidates is accurate as any wrong information such as addresses, dates of birth or NI numbers could result in a breach of data




	Responsibilities

	The Board / Company Directors
	The Directors of CBT limited have overall responsibility for ensuring that the organisation complies with its legal obligations.

	Data Protection Officer
	The named Data Protection Office is Mark Hutton.
His responsibilities will be:

· Briefing the Directors on Data Protection responsibilities

· Reviewing Data Protection and related policies

· Advising other staff on tricky Data Protection issues

· Ensuring that Data Protection induction and training takes place

· Notification to the ICO
· Handling subject access requests

· Approving unusual or controversial disclosures of personal data

· Approving contracts with Data Processors 


	Specific Department Heads
	Due to the nature and size of CBT limited, the company doesn’t require specific department heads.


	Employees & visiting Auditors
	All staff and visiting external auditors should be required to read, understand and accept any policies and procedures that relate to the personal data they may handle in the course of their work.  


	Enforcement
	Any employee found to be knowingly infringing the Data Protection and related policies, could be subject to disciplinary action. Staff will be offered training and advice on how to comply with the regulations



	Security

	Security measures
	Candidate information is stored in a locked filing cabinet, within a room with a controlled entry system. Staff are required to sign a policy agreeing to access of the room and their purpose for accessing candidate information
Employee information is stored in a locked filing cabinet in Director’s office, which is also subject to controlled entry.

The Admin office and training room also have controlled entry, and any candidate folders entering or leaving the building require to be signed in/out.



	Business continuity
	How do we back up the information we store on candidates – is it only paper copy? What would we do in the event of a fire, where information stored in the building may be destroyed? Look at something cloud based?

	Specific risks
	Staff storing candidate folders/ information on USB drives, keeping folders in their car/home, etc. We must look to move to a cloud based storage system, and a quick turnaround of candidate folders being returned after IV or certification.



	Data recording and storage

	Accuracy
	Staff must ensure that during induction, all information gained form candidates is accurate, correct spelling and legible. Contact details should always be double checked, as wrong information could lead to a breach of data security


	Updating
	We should get into a habit of asking candidates, and staff to update their contact details regularly


	Storage
	Cloud based? USB’s are not reliable and can be easily lost


	Retention periods
	All information that CBT limited retains on candidates is stored in a separate location, in a secure premises. Information is stored for seven years, then shredded by a reputable office shredding company.


	Archiving
	See above



	Right of Access

	Responsibility
	The company Data Protection Officer is responsible for ensuring that right of access requests are handled within the legal time limit of one month.


	Procedure for making request
	Any right of access requests should be made in writing to the Data Protection Officer at the company address.


	Provision for verifying identity
	If the Data Protection Office does not know the recipient of the right of access request, formal identification must be produced before the request can be considered.


	Charging
	Relevant information may be provided free of charge, but in the event of unfounded or excessive requests, an administration fee may be applicable.
 

	Procedure for granting access
	If the request is made electronically, CBT limited will provide the information in a commonly used electronic format.


	Transparency

	Commitment
	CBT limited are committed to a transparent relationship, and individuals whose data is being processed by the company, will know the purpose , possible types of disclosure and how to exercise their rights in relation to the data that we store.


	Procedure
	Candidates will sign policies and procedures relating to data protection as part of their induction process, as will new employees of the company. 


	Responsibility
	It is the responsibility of the Data Protection Officer to ensure transparency to all data subjects



	Lawful Basis

	Underlying principles
	CBT Limited must record the lawful basis for the personal data we hold, below are the three main bases that we would hold data for:
Consent: the individual has given clear consent for CBT to process their personal data for a specific purpose.

Contract: the processing is necessary for a contract CBT have with the individual, or because they have asked you to take specific steps before entering into a contract.

Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).



	Opting out
	We do not share any information with unrelated organisations. The information that we share to organisations such as SQA/SDS/SSSC are required for certification and funding purposes. For future marketing contact, we will give individuals  the opportunity to opt-out of contact.


	Withdrawing consent
	CBT acknowledge that, once given, consent can be withdrawn, but not retrospectively.  There may be occasions where the organisation has no choice but to retain data for a certain length of time, even though consent for using it has been withdrawn



	Employee training & Acceptance of responsibilities

	Induction
	All employees who have access to any kind of personal data will have their responsibilities outlined during their induction procedures


	Continuing training
	Staff meetings are held monthly, and this gives the Data Protection Officer an opportunity to raise relevant data protection issues.


	Procedure for staff signifying acceptance of policy
	The updated policy on Data Protection will be circulated to all staff, for reading and confirming their acceptance, and will be added to the systems manual. New staff will have this policy as part of their induction process. 


	Policy review

	Responsibility
	The Director and Data Protection Officer will have responsibility for reviewing and updating the policy


	Procedure
	Staff will be consulted for their feedback on our data protections systems.


	Timing
	Reviews of the policy should be ongoing, taking into account new regulations and information, with a formal update on the policy to be completed every three years.
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